, PUBLIC INVESTMENT

ISR AERATION Put_)lic Investment Corporation SOC Ltd
‘ Est. 1911 Private Bag X187

Pretoria 0001

Republic of South Africa

20 June 2023

The Public Investment Corporation (PIC) invests funds on behalf of public sector
entities including the Government Employees Pension Fund. The organization
is the largest investment manager in the country and the continent. Applications

are invited from dynamic individuals for the following challenging position:

Position: Cyber Security and Resilience Specialist
Job Grade: * D1 - D3
(Ref: CSRS003)

Salary: All-inclusive remuneration package negotiable

Centre: Public Investment Corporation, Pretoria

Requirements:

e A minimum of B Degree in Computer Science/ Information Technology/
Computer Systems Engineering/ Information Systems or related field.

¢ National Diploma in Computer Science, IT, IS or related field.

e Security+, SSCP, CEH, CISSP or similar information security professional
certifications.

e A minimum of 7 years of experience in Information Security field of which 3
must be in cyber security

¢ Red Teaming security assessment skills.

o Excellent knowledge of cloud technologies, information security technology
such as firewalls, intrusion detection systems (IDS), data leakage protection
(DLP), access management, anti-malware, and SIEM technologies.

o Knowledge of various Information security domains.

¢ Understanding of the current vulnerabilities, response and mitigating strategies
as well as tactics, techniques, procedures (TTP), indicators and observables.

Duties:

¢ Contributes towards the organisation’s security strategy.

¢ Responsible for managing the scoping, containment, remediation and reporting
of security Incidents within the organisation.

e Provide a leading role on the Security Incident Response Team, perform
relevant investigations and follow up on cyber-related incidents logged or
identified in the environment.

e Guide control implementation for post-incident risk reduction.
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o Provide support for SIEM solution (Archsight and AlienVault).

e Provide support for anti-virus, firewall, content filtering and Vulnerability
Management process.

e Manage service provider for the Security Operations Centre, monitor
performance, remediate and report.

e Analyse security incidents and advise on corrective measures and implement
them to resolve IT incidents compromising security.

e Perform environment analysis and provide security awareness training to
different stakeholders in the organisation.

Key Competencies:

e Good analytic and problem-solving skills

¢ Knowledge of current cyber security threat landscape, risks and protocols
e Willingness to work after-hours when necessary

e Ability to work independently

¢ Communication, and interpersonal skills

e Planning and organising

With the PIC having topped the R2 trillion mark in assets under management and
in the process of entering the global investment market, it is the best asset
manager any serious professional would want to be associated with. It is also

one of the better places from which one can serve South Africa.

Closing Date: 26 June 2023

PIC is an equal-opportunity employer.

Please forward the copies of your comprehensive CV’s to Recruitmentl@pic.gov.za

*Graderangeis from D1 - D3 commensurate with applicable minimum requirements.

Privacy Notice. By submitting your job application, you consent to PIC’s processing of your
personal information for the purposes of assessing your job application. PIC will process your
Personal Information in accordance with applicable laws and the PIC Privacy Policy available
here (www.pic.gov.za). You are free to withdraw your consent at any time, after which, PIC
may no longer be able consider your job application.
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